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Abstract

This research explores the use of IoT, artificial intelligence (Al) and edge computing for real-time optimization,
reliability and efficiency improvement of smart grid systems in smart cities. The aim is to create a scalable and smart
system to manage varying energy loads, reduce latency, and enhance reliability. The approach is based on an edge-
cloud computing architecture with Al-based algorithms, such as deep learning, fuzzy logic, and adaptive control, for
real-time monitoring, fault detection, and load management. Computation is done at the edge to avoid transmission
delays and enable quicker decision-making, with cloud-based services for long-term processing and system
coordination. The study shows substantial gains in energy efficiency, latency, fault tolerance, and grid stability
compared to traditional centralized systems. Moreover, the proposed architecture exhibits resilience to cyber-attacks,
and facilitates renewable energy integration. The results demonstrate the role of edge intelligence in facilitating
decentralized decision making and responsiveness in smart grids. Overall, IoT and edge Al offers a viable approach for
the next generation of smart energy systems, with enhanced efficiency, scalability and security. Future research could
explore enhanced security, interoperability and massive deployment in diverse settings.
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1. Introduction

Urgent urbanization and energy growth has sped up developments in smart grids, an integral part of smart cities. Smart
grids leverage cutting-edge communication, control and computing technologies to enhance energy efficiency,
reliability and sustainability. Recently, the integration of Internet of Things (IoT) with artificial intelligence (AI) has
been used to provide smart monitoring, control and decision-making for power systems, enabling real-time data
collection and adaptive control actions [1] [2]. Additionally, edge computing has emerged as a disruptive paradigm
that decentralises computation at the source of data to minimise latency and increase responsiveness in distributed
energy systems [3] [4]. This approach overcomes the drawbacks of conventional centralized approaches by providing
distributed processing and reduced reaction times for control actions in a dynamic grid environment [5] [6].

The research is motivated by a growing demand for robust, fast, and scalable energy management solutions that can
address the challenges of today's complex power systems. The incorporation of renewable energy, electric vehicles and
distributed generation adds uncertainty and variability, requiring sophisticated optimization and control techniques [7]
[8]. Moreover, the increased use of connected devices brings challenges related to cybersecurity, privacy and resilience,
highlighting the need for smart and secure grid systems [9] [10].

While remarkable progress has been made, there are still some challenges in the effective use of edge intelligence in
the smart grid. Current mechanisms often fail to effectively coordinate between the edge and cloud, resulting in
inefficient resource allocation and higher communication costs [11] [12]. Additionally, many schemes fail to
simultaneously consider real-time fault detection, adaptive load control, and cyber-physical security [13] [14]. To our
knowledge, there is also little research on incorporating advanced Al technologies into edge computing to enable high
accuracy and reduced complexity in large-scale applications [15] [16].

This research seeks to overcome these limitations by proposing a smart edge-based framework for smart grid
optimization that provides real-time operation, improved resilience and resource efficiency. The goals are to develop
a hybrid edge-cloud framework, introduce Al-driven optimization algorithms for load prediction and fault diagnosis,
and assess the system's dynamic performance [17] [18]. Finally, the framework is designed to enhance system security,
scalability and flexibility to enable next-generation smart city applications [19] [20].

The key contributions of this study are the design of an integrated framework for lIoT, edge computing and Al-based
smart grid optimization in real-time, the implementation of advanced learning and control techniques for optimal
decision-making, and rigorous evaluation to demonstrate improved efficiency, low latency and enhanced resilience.
Furthermore, the research offers insights into future work for large-scale deployment and interoperability in diverse
smart grid scenarios [21] [22].

2. Literature Survey

The synergistic use of internet of things (IoT), artificial intelligence (Al), and edge computing has been extensively
investigated to improve smart grid operations. Initial work explored loT-based grid optimization, showing how sensor
networks and communication infrastructure enhance grid monitoring, control and efficiency in smart cities [1]. As the
need for real-time data processing grows, edge computing has been incorporated to move processing tasks to the edge
of the network, allowing for faster data processing and responsiveness in low-voltage and distributed networks [2]. In-
depth reviews also point out that edge computing offers scalable and adaptable solutions for smart grids, especially
when dealing with diverse and large-scale data [3].
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A number of works have highlighted the need for resilience and reliability in smart grids. New grid models have been
developed for improved resilience to faults and disturbances, particularly in smart cities [4]. Edge computing
paradigms have also been studied for secure and efficient data processing, and have been shown to enable decentralised
decision making and lower communication costs [5], [6]. Through simulation, studies on federated edge computing
demonstrate the advantages of joint resource sharing among edge nodes, enhancing efficiency and scalability [7].
Furthermore, dynamic edge-cloud systems have been investigated to provide resilience in distributed systems,
especially under uncertain circumstances [8].

There is also recent work on the optimization and resource management of smart grids. Methods like edge offloading
have been introduced to distribute processing between the edge and cloud to enhance performance and minimize
latency [9]. Al-driven security measures have been developed to protect smart grids against cyber attacks, enhancing
data security and grid reliability [10]. Surveys on edge intelligence also point to critical issues in architecture, task
allocation and cybersecurity, suggesting the need for holistic approaches [11]. Integration of IoT, blockchain and fuzzy
logic has also been proposed to improve grid efficiency and transparency, but is yet to be widely deployed [12].

On the real-time front, edge Al has demonstrated promising applications for monitoring, fault diagnosis and adaptive
control. Cyber-resilient monitoring techniques using edge intelligence have shown enhanced detection performance
and speed [13]. Likewise, loT-based approaches with adaptive neuro-fuzzy systems have been used for improving
power quality and stability [14]. Fog-edge hybrid systems have also been suggested to enhance distributed systems'
latency and resilience, though their integration into smart grids is still under development [15]. Embedded edge
computing techniques for fault detection and isolation also demonstrate the benefits of localised processing for
minimising downtime [16].

Additionally, deep learning and IoT-based approaches have been proposed for real-time resource allocation and grid
optimization tasks, with better performance than conventional systems [17]. Research on smart urban infrastructures
highlight the benefits of edge—cloud coordination for scalable and efficient urban energy management [18]. Novel
control approaches, such as adaptive neural networks and fractional-order controllers, have been developed for
frequency control in multi-microgrid systems, resulting in improved stability under different load scenarios [19].
However, issues of interoperability, scalability and integration of different technologies remain in real-world
deployments [20].

While the current literature offers valuable insights into optimizing smart grids through edge computing and Al, there
are still some gaps in research. While numerous papers address aspects of fault detection, load forecasting, security
and so on, there is a lack of an integrated approach that combines multiple functionalities into one system. Moreover,
there are limited interactions between edge and cloud layers, which result in suboptimal resource allocation and
communication bottlenecks [21]. Moreover, there is a lack of focus on the design of lightweight, scalable and real-time
solutions that can operate in large and diverse smart grid environments [22].

Hence, there is a need for a holistic approach to integrate loT, edge computing and advanced Al techniques to overcome
these challenges. The current research addresses these gaps by developing an integrated, intelligent, and scalable
approach for real-time smart grid optimization with a view to enhance efficiency, resilience and flexibility in future
power systems.

3. Materials and Methods

In this section, we provide details of the data, software, algorithms and experiments conducted to establish the proposed
edge-based smart grid optimization framework. The approach is aimed at being clear and reproducible.
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3.1 Data Collection

This study uses a mix of publicly available smart grid data and energy consumption data to model real-time grid
operations. The main data source is from the UCI Machine Learning Repository:

https://archive.ics.uci.edu/ml/datasets/individual+household+electrictpower+consumption This includes minute-by-
minute electric power measurements in homes, with voltage, global intensity, and sub-metering (breakdown of
appliances). We also include renewable energy generation (solar, wind) profiles from open data sources such as:
https://www.nrel.gov/grid/solar-power-data.html The data are preprocessed by normalisation and imputation of
missing values. We do normalization using min-max normalization as described in (1):

X - Xmin

(1)

Xnorm = X — X
max min

where X,,,,-m1s the normalized value, Xis the original data point, and X1, Ximax for the minimum and maximum of
the data, respectively. The equation (1) helps to scale the input features to a fixed range for effective model training.

3.2 Proposed Method

The proposed approach is built on an edge-to-cloud architecture for real-time energy optimization, which involves the
integration of loT devices, edge servers and centralised cloud.

A. Step One: Data Acquisition and Edge Processing

IoT sensors and meters collect real-time data on voltage, current and power demand. The power is determined using

(2):
P=VxI )

where P is power (W), V is voltage (V) and I is current (A). Instantaneous power consumption is calculated at the edge
using equation (2).

Edge devices perform preliminary processing, including noise filtering and anomaly detection, reducing
communication overhead with the cloud.

B. Step Two: Al-Based Load Prediction

An Al-based model (LSTM) at the edge layer forecasts the demand for load. The load prediction is defined as (3):

Ve = f(X:,0) (3)

where ¥;is the predicted load at time ¢, X;represents input features, and denotes model parameters. Equation (3)
defines the mapping learned by the neural network.

C. Step Three: Optimization and Control

Load and supply are optimised through an optimisation algorithm. The optimization function is given in (4):
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T
minJ = Z(Dt —Gp)? 4)
t=1

where Jis the cost function, D;is demand, G; is generation, and Tis the total time duration. Equation (4) balances
demand and supply.

D. Step Four: Edge—Cloud Coordination
Data and decisions relating to the optimization are sent to the cloud for analysis and storage. The delay of data

transmission is given by (5):

L—S 5
=3 Q)

where Lis latency (seconds), Sis data size (bits), and Bis bandwidth (bps). The (5) equation can be used to compare the
efficiency of the system in terms of latency.

3.3 Experimental Setup

The experiments are implemented in Python (version 3.10) with libraries such as TensorFlow and Scikit-learn. Virtual
virtual nodes and cloud computing is done on a high-performance computing cluster. The metrics used are Mean
Absolute Error (MAE), Root Mean Square Error (RMSE) and system efficiency ().

The system efficiency is determined by (6):

P
n=-2£x100 (6)
where nis efficiency (%), Py, is output power, and P;,is input power. Equation (6) measures the system's performance.

Table 1 below contains the sample parameters used in the experimental setup.

Table 1. Performance Metrics of the Proposed System

Parameter Description Value

MAE Mean Absolute Error 0.045

RMSE Root Mean Square Error | 0.062

n System Efficiency 91%

Fig. 1. shows the edge-based smart grid architecture, comprising loT, edge and cloud.
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Fig. 1. Proposed edge-Cloud smart grid

4. Results and Discussion

To verify the effectiveness of the proposed architecture under different metrics and performance indicators, we
conducted experiments based on different metrics, such as Mean Absolute Percentage Error (MAPE), latency reduction
ratio, and fault detection accuracy. These findings offer a more comprehensive view of system behaviour under
different grid scenarios.

MAPE was used to assess the accuracy of prediction, calculated as:

n

1 L9,
MAPE =~ 1227 5 100 (7)

where y;represents actual load values, ¥; representing forecasted load, and n representing number of observations.
Equation (7) calculates the percentage of absolute errors. Our model has a MAPE of 3.8%, which means that it has
good real-time prediction accuracy.
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The extended system performance measures are given in Table 2 below and visual representation see Fig. 3.

Table 2. Further performance measures of the proposed system

Parameter Description Value

MAPE Mean Absolute Percentage Error | 3.8%

LRR Latency Reduction Ratio 35%
FDA Fault Detection Accuracy 96.5%
THR System Throughput 92%

THR |

[s650%]

D

mAPE |

0.00% 20.00% 40.00% 60.00% 80.00% 100.00% 120.00%

Fig. 2. Performance Evaluation of the Proposed Model Using THR, FDA, LRR, and MAPE Metrics

The latency reduction ratio (LRR) measures the impact of edge processing on latency as compared to cloud-only
processing. It is defined as: )

Lcloud - Ledge

LRR = x 100 (8)

cloud

where L¢joyqis latency in a centralized system and Leqgeis latency in the proposed system. From equation (8), the

reduction in latency is 35%, which validates the success of edge computing. This finding is in line with other research
that highlights the importance of the edge computing in reducing information latency and enhancing responsiveness

(2], [3].

We also calculated the fault detection accuracy (FDA) to assess system reliability. This 96.5% accuracy reflects the
effectiveness of anomaly detecting mechanisms at the edge layer in detecting abnormal grid operations. This is in line
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with recent advances in edge Al-based monitoring that show higher detection accuracy and quicker response time [13],
[16].

Throughput (THR), defined as the percentage of data packets successfully processed, was 92%, and demonstrates the
scalability and efficiency of the system. The edge-based architecture enables parallel processing and eliminates
bottlenecks that may arise in centralised systems. This performance gain in throughput and scalability has also been
observed in edge—cloud collaborative systems for smart cities [18], [20].

Additionally, incorporating optimization techniques allows for an optimal energy distribution under varying demand
scenarios. The proposed method offers a more efficient and robust solution with reduced computational complexity
compared to other optimization techniques, aligning with recent research on Al-based smart grids [17], [22].

Even with these enhancements, the results suggest that performance can degrade marginally under high edge node
loads, mainly due to computational constraints. This is consistent with findings in the literature on task offloading and
resource allocation in edge computing [11], [21]. Overcoming these challenges through intelligent load balancing and
lightweight models is a promising avenue for future research.

In conclusion, the alternative experiments validate that the proposed approach not only boosts prediction accuracy but
also reduces latency, fault detection time and increases throughput. These results support the notion that edge
computing with Al is effective in achieving real-time, scalable and fault-tolerant smart grid optimization.

5. Conclusion

In this research, we proposed a smart-edge-based approach for real-time smart grid optimisation that integrated the
IoT, artificial intelligence and edge-cloud computing. This framework was designed to tackle critical issues in
contemporary energy management, such as reducing delay, resource optimization and energy system resilience. The
findings showed that the integration of edge intelligence enhances load forecasting accuracy, decreases communication
latency, and boosts system performance compared to traditional cloud-based methods. Deep learning models were used
for precise prediction of dynamic load demands, while the optimisation approach efficiently coordinated power supply
and demand to enhance system stability.

The main insights show that on-site processing at the edge layer increases prediction speed and decreases
communication costs, facilitating quicker decision-making and responsiveness. Further, the approach was found to be
effective in fault detection and resilient to system disruptions, leading to improved grid stability. The edge-cloud model
was also scalable and flexible, and it can be applied in diverse smart grid scenarios.

In practical applications, the proposed system offers valuable insights for smart cities, renewable energy integration,
and distributed energy management. It enables efficient data processing, decentralised control, and enhances
cybersecurity in the power system. Such benefits make it a viable approach for future smart energy systems.

However, there are some challenges, including the computational limitations at edge devices and the coordination of
distributed resources. The next steps in research should involve creating compact AI models, sophisticated task
offloading schemes, and efficient edge computing techniques. Additionally, efforts should be made to improve
interoperability, adopt sophisticated security measures, and test the system in large-scale practical scenarios. In
summary, the combined use of edge computing and Al has the potential to create robust, efficient, and scalable smart
grids for the future.
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